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Questions and Answers

1 How does a 2D barcode differ from a one-dimensional barcode?

A one-dimensional (1D) barcode contains typically up to 22 alpha numeric characters which are used to reference an external database.  Essentially, the 1D barcode contains no meaningful data, e.g. a packet of cornflakes is scanned at the checkout in a store, the reference number contained in the 1D code is checked against an external database, and only at this time do we get a description/price for the article.  A 2D code typically contains the data.  There is no need to reference an external database.  Two-dimensional barcodes such as Datastrips may contain several kilobytes of data, sufficient to store color photographs, biometric data, as well as text.

There are two main differences between 1D and 2D codes:  2D barcodes have much higher data capacity, and therefore it is not mandatory to reference an external database.  Datastrip’s two-dimensional barcodes can store large amounts of text, biometrics, photographs, signatures, etc. and can easily be printed onto identity documents.  Below is a sample of a 2D barcode printed onto an ID card.
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2 How do 2D barcode cards compare to smart cards?

Although chip (smart) cards can potentially store more information than a 2D barcode, listed below are some other points of comparison:

· The cost of the chips is considerably greater

· Smart cards are less durable

· Smart cards are potentially less secure (in that they can be re-programmed).  

Furthermore, the limited lifespan of a chip would make it difficult to guarantee for a reasonable period (often up to 10 years) as is frequently required in large-scale ID projects.  However, if your application requires a chip, then 2D barcodes work nicely as a complementary technology.  The 2D barcode can be used to store fixed information allowing for use of a less memory and therefore a less expensive smart card.  Alos, the 2D barcode can contain backup information in the event that the chip is damaged and unreadable.

3 Who uses 2D barcodes?

Two-dimensional barcodes have been around since the early 1980s.  The majority of current 2D barcode applications are found in manufacturing and inventory control systems, as well as shipping and receiving.  More recently, 2D barcodes are being used to store personal and/or biometric information on ID cards, passports, and driver’s licenses.  Half of the states in the US utilize 2D barcodes on their driver’s licenses, and governments around the world are adding 2D barcodes to passports, visas, and national ID programs for added security.  Please contact Datastrip for a list of sample 2D barcode applications.

4 Is a Datastrip 2D barcode secure? 

Yes, it is actually more secure than any other data storage medium such as magnetic stripes and 1D barcodes.  Since the personal information, photograph, signature, and possibly biometric are stored in the barcode, any tampering to the data or photo on the card will be detected by the decoding software.  A 2D barcode may be photocopied, but the encoded information stays the same.  If the photo or biometric of the cardholder is not the same as the person presenting the card, the person scanning the card easily detects that the cardholder has a fraudulent or stolen card.

5 How do we apply the Datastrip 2D barcode to our ID cards?

If you offer your own custom application, then you may purchase Datastrip’s 2D barcode SDK.  If you are looking for off-the-shelf software that supports Datastrip 2D barcodes, you have a number of options.  Vision Database’s RapidID, Polaroid ID Card Maker, Synercard Asure ID, Datacard IDWorks and ATSI’s Freezeframe card systems have the Datastrip barcode designer already built into their software.  You can add the barcode to the front or back of your ID card using the badge layout tools.  You can print with any 300 dpi printer.

6 Is there any added cost to print a Datastrip 2D barcode?

No.  The barcode is printed at the same time your ID card is printed using your ID card printer.  You will only need a card reader to read your 2D barcoded cards.  You may also require a fingerprint scanner and fingerprint enrollment software if you plan to incorporate fingerprint enrollment.

7 Are Datastrip 2D barcodes durable?

Yes, Datastrip’s 2D barcode system utilizes Reed Solomon error correction to rebuild areas of the barcode that may experience wear and tear on your ID cards.  Unlike smart cards and magnetic stripes, 2D barcodes cannot be broken or demagnetized.

8 How do we read a Datastrip 2D barcode?

Datastrip offers a range of card reading devices that include:

· DSVII:  portable Windows CE computer with built-in card reader, color display and built in fingerprint capture device and optional biometric matching

· DSVerify2D:  portable Windows CE computer with built-in card reader, color display and built in fingerprint capture device and optional biometric matching.

· PCVII:  Small PC based card reader with software for use with an existing PC or laptop.

9 Why would we use a Datastrip 2D barcode for our ID cards?

Datastrip 2D barcodes offer a high level of ID security at a very low cost.  A Datastrip 2D barcode can store up to 2800 bytes of information in the size of a conventional magnetic stripe.  That information may include text (i.e. name, department), photograph, signature and even a biometric such as a fingerprint.  The information is not readable to the human eye, and is impossible to alter.  Once your card is scanned, the data and picture in the barcode are displayed on the portable reader or PC display.  If a biometric is present, the system matches the cardholder’s biometric to the template stored in the 2D barcode.  Instantly, you can verify the identity of the cardholder.

10 What is the difference between 2DSuperscript and Datastrip2D barcodes?

2DSuperscript contains licensed modules and Datastrip2D is intended for the “public domain”.

11 If Datastrip2D is in the public domain, how can we ensure that our adversaries do not obtain your technology and use it against us?

For the utmost in security, Datastrip barcodes support standard encryption.  Any encrypted data would only be available to authorized individuals with the tools to decrypt the secured 2D barcodes.  Other public key/private key schemes are supported by Datastrip.  Please contact us for more details. 

12 How do I resolve a problem where when I am printing Datastrip 2D barcodes, the symbology is being distorted (scaled) by the enrollment application?

When generating Datastrip symbols using the Datastrip 2D Superscript SDK or the Datastrip 2D SDK products, it us expressly forbidden to distort, scale, or truncate the Datastrip symbol in any way before printing.  The SDK component that creates the symbol renders a fully formed bitmap image either as a file, a DIB bitmap in memory, or as an on-screen graphic within a visual ActiveX control.  No matter how the enrollment application generates the graphic object, it may be positioned on an ID-card with other content and the symbol may be moved around as required (maintaining the required clear area around the perimeter of the symbol) and printed to scale.  However, distorting, scaling, or truncating of the Datastrip symbol in any way before printing will result in an ID-card that can’t be decoded.  This is a common oversight in the design of enrollment applications, which, while rather trivial to correct, could in fact lead to the creation and printing of large numbers of ID-cards that may never be decoded properly. 

To resolve this problem, double check that your enrollment application does allow the user to distort, scale, or truncate the Datastrip symbol in any way before printing.
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